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Checklist

Update your logins and passwords — Conduct an audit of your accounts to make sure you are using strong

and unique passwords that have the strictest authentication standards. 

Clean up the files stored on your device — Back up important files and pictures on a secure hard drive or

cloud. Delete old and unused files, downloads, apps, pictures, and emails from your devices. Make sure to

permanently delete the files by using a program capable of wiping data from a device’s hard drive. 

Review and update privacy and security settings — Check that you have enabled the strongest possible

security settings and no one has access to your account unless you stated otherwise.

Uninstall software and apps you are no longer using — Update the software on all of your company’s devices

— including point of sale systems and IoT (Internet of Things) devices.

Unsubscribe from unwanted communications — Unsubscribe from newsletters, email alerts, and updates you

no longer read.

Recycle end-of-life or reuse ICT equipment — Wiping your devices clean should not be done quickly or

without thought. Contact Dominion Voice and Data for more information before you start or check to see if

there is a BBB Secure Your ID Day or similar event in your area.

Do a data assessment — Analyze what data your business collects and stores. Determine if your

organization uses the information collected. If not, dispose of the information correctly and discontinue

collecting it.

Who has security access? — Review and limit who has administrative access to your records. Grant access

only to necessary individuals who use it to complete their assigned job responsibilities.

Educate entire team on cybersecurity initiatives — Conduct security awareness training to help prevent a

possible future cyber breach or attack on your business.

Review online accounts — Are you using all online accounts you are registered with? If not, review the

privacy and security settings on accounts you use and remove yourself from accounts that do not serve you

anymore. 
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¹ This guide is adapted from articles by the Better Business Bureau, The National

Cyber Security Alliance, STOP. THINK. CONNECT., and StaySafeOnline.org.

Digital Cleaning Checklist: 
Clear Out Your Cyber Clutter 

https://www.bbb.org/detroit/news-events/business-tips/2018/03/digital-spring-cleaning/
https://staysafeonline.org/wp-content/uploads/2017/08/Do-a-Digital-Spring-Cleaning-and-Clear-Out-Cyber-Clutter.pdf
https://staysafeonline.org/wp-content/uploads/2017/08/Do-a-Digital-Spring-Cleaning-and-Clear-Out-Cyber-Clutter.pdf
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Digital Cleaning Checklist: 
Clear Out Your Cyber Clutter 

Actively manage your location

services, Bluetooth, microphone

and camera – making sure apps

use them appropriately.

Consider de-cluttering

your digital life

With these tips and resources,

improve performance of your digital

devices, gain IT peace of mind, and

help safeguard you and your

sensitive data from cyber criminals.

Review and update your online

profiles on social media sites.

Check your privacy

settings to be sure you

are not inadvertently

sharing too much

personal content.

Clean up your online

presence
Update your logins and passwords

Clean up the files stored on your

device

Review and update privacy and

security settings

Check your browser settings

Dispose of electronic devices

securely

Practice good digital hygiene

Using this

checklist...
Can help keep your

devices and information

safe and secure

continuously without

interruption.
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